SWKSHCC
Meeting Minutes — January 12", 2024

Attending: Mindi Bremer, Jonathon Blackburn, Jenette Schuette, Denice Cragg, Dee Dee Dewell, Richard Everett, Nikki Fernandez, Darcy
Golliher, Sharmilla Hall, Leah Haug, Catherine Hernandez, Tosha Fields, Jessica Lee, Rayna Maddox, Kory Owen, Tina Pendergraft, Jenette
Schuette, Angela Sowers, Josh Helpingstine, Ryan Schroller

Open Meeting: @ 10:03am by Jenette Schuette

Topic Discussion Follow-Up
Open Meeting
e Approval of November 17t, 2023, minutes. e Motion by Darcy Golliher to approve
11/17/23 HCC minutes, second by
e Approval of January 12, 2024, Agenda. Sharmilla Hall. Motion Carried.
[ ]
Presentations .
o KDHE Radiation Program — Renee Lucas ¢ Renee will be building a job aid for the
(KDHE) Radiation detectors that HCC members will be
o Renee.lucus@ks.gov receiving.
o 785-296-8286 e 3 programs within the KDHE Radiation
Program.

o X-Ray Compliance — all licensed by
the state. Review dose reports for
employees, and will travelers need
to contact other facilities they work
at as it is a total collective dose.

o Radioactive Materials and
Licensing.

o Emergency Preparedness

= Environmental — Testing
Program (air, water, soil,
crops)

= Radon — natural occurring
radioactive gas, can’t see
or smell. Test kits are
available through your
county extension office.

= Right to Know — increases
public awareness, where
bad stuff is stored, uses,
etc.

e ESF 10 Support Function
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e Provide a Video for hands on portion on how to
use survey meters, etc.
e Train the trainer sessions
e Each piece of equipment should be source
checked prior to turning on and use.
o Exempt (sources we use) from

checking.

o ldentify by #

o Calibration stickers — calibrated
annually.

o KDHE completed 4 drill annually with Wolf
Creek, with one of the drills being a FSE.

e RADNET - 3 permanent monitors located in
Dodge City, Lenexa and Wichita. On the EPA
website.

¢ Resource within the Region

o Hospital X-Ray/Nuclear medicine
employees.

o State resources request through
your County EM — Regional Hazmat
Team, KDHE Radiation, SNS,
(Peter Rafferty and Amber Kelley
KDHE)

e Community Reception Center for displaced
people prior to going to another shelter (also
used during other disasters)

o Lyons County

o Coffee County

e Trainings

o CDP (Center Domestic
Preparedness) in Anniston,
Alabama.

o Fort Riley — Chris Holindeck

o KDHE - stock of supplies and will
send a team with supplies.

o KDEM - place resources
throughout the state.

o Refer to Slide Show for more information
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e Cybersecurity, Tree Top Security e Healthcare Experience (Dallas Haselhorst)
o Dallas Haselhorst o Inand around healthcare IT/cyber
o https://lwww.treetopsecurity.com/CAT his entire career.
o Iinfo@treetopsecurity.com o Large healthcare systems — small
o 785-370-3444 labs

o Recognized by ICS-CERT in 2023
for coordinated research.
o Member of Cyberhealth Working
Group and FBI InfraGard.
o HL& Research — 2 parts —
Released in 2017 — still relevant.
= Partl-HL7 Data
Interfaces: Understanding
the Fundamental Flaw in
Health Care
= Part 2 — Hacking HL7:
Attacking and Defending
the Achille’s Heel of
Healthcare
= Referenced in Blackhat
2018 Presentation.
= Used by numerous vendors
in commercial offerings.
e Education
o Healthcare is in the crosshairs of
every Ransom Group
o Why is Healthcare a target?
=  Critical Infrastructure
= Can't afford downtime.
= Clock is ticking when lives
are as take.
= Data Rich environments
with the healthcare records.
=  Steal records now, use
them later, sale them.
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e Technical Debt — the cost of reOworking a
solution caused by choosing an easier or
otherwise limited solution.

o Example: HL7 — Healthcare’s glue.
o Interface engine example —
collecting or attacking HL7

e Cybersecurity plus small business

o Healthcare data is 7x more valuable
than financial data on the dark web.

o 43% of all cyber-attacks target
small business.

o Compliance does not mean
security.

e Cybersecurity is a process not a destination.

o KNOWABA4 training — good security gateway and
education.

e Concept of Dual Use

e TOR for good.

e Encryption — must have but Ransomware is
encrypting your data.

e Cybersecurity Awareness Training.

SWKSHCC RRC Updates

= Swatting Incidents Nationwide (12/28/23) ¢ Darenda Berryman from Ashland Healthcare
was going to review the Evacuation of her
facility due to the swatting incidents, however,
could not make the meeting.

e Dallas Haselhorst suggested that if a facility
got the email, need to check your firewall
security, hackers probably testing the defense.

= Sustainability ¢ Always looking into ways of maintaining
practices as we move forward. Still waiting
next 5-year FOA from ASPR.

¢ BP1 workplan draft and budget draft have
been extended to April 30™, 2024.

= Human Trafficking Session = Held on 01/09/24 — very informative, great
o Jennifer White — Executive Director resources were shared.
o Jennifer@ictos.org
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o Survivor Advocacy = Recording can be found on the

= Advocacy@ictsos.org www.kshcc.com website (slides will be
o Education posted soon).

= Education@ictsos.org = ICTSOS App — Download from App store
o www.ictsos.org (Resources, Reports, etc).

= Next session 1/23 with Hope Forensic
Medical Services. EMS and Nursing CEs
are available for attending. Register on KS-
Train 1115832.

e Other e Shania will be stepping down as secretary for
the executive team due to Sharmilla Hall taking
over Emergency Preparedness in Morton
County. We will be looking for a secretary.

o Please remember to register on KS Train
#1089096 for meetings.

Next Meeting = March 8", 2024 (St. Catherine — GC —
Hybrid)
= May 10", 2024 (St. Catherine — GC -
Hybrid)
Adjourn ¢ Darcy Golliher made a motion to adjourn,
second by Rayna Maddox. Motion Carried
@ 12:05pm.
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